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Asymmetric Cryptography --> Public Key Cryptosystems - PKC
Public Parameters for PKC are PP = (p, Q).
Every person has dedicated to him private key PrK and public key PuK e. g.
PrKa=x and PuK,=a for Alice.
PrKs=y and PuKg=b for Bob.
Private keys must be keeped secret but in contrary public keys are distributed among all users of PKC.

Symmetric Cryptography
There is no any PP except the methods of encryption, e.g. AES-128 or H-functions.
There are only symmetric keys shared between the parties.
In contrary to PKC parties are sharing the same secret key k in Symmetric Cryptography.
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Cipher Block Chaining (CEC) mode encryption

Small  [c Small (© * A stream cipher is one that encrypts a digital
random key L 1=42% b i random key data stream one bit or one byte at a time.
l < l - vis Examples of classical stream ciphers are the
l auto keyed Vigenére cipher and the Vernam
cipher.
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4 4 8 1 5 9 2 610 3 7
5 5 10 4 9 3 8 2 7 1 6
6 6 1 7 2 8 3 9 4 10 5
7 7 310 6 2 9 5 1 8 4
8 8 5 210 7 4 1 9 6 3 2
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(51 5 3 4 9 1 5 3 4 9 1
6 1 6 3 7 910 5 8 4 2 1 97 r":izfg’;}g}
7 1 7 5 2 310 4 6 9 8 1 gem> (| =10
8 1 & 9 6 410 3 2 5 7 1 .4 ,

123_004 PubPar-for-PKC Page 3



. oo
7 1 7 5 2 310 4 6 9 8 1 gQen3 (Zp| =10
8 1 8 9 6 410 3 2 5 7 1gent o= 4
® 1 9 4 3 5 1 9 4 3 5 1 l

10 1 10 110 110 110 1 10 1

The /wragppéwﬂfg( (chavice ) to %wu?( ﬂgmﬁ/‘ mc;Z;// CW“”&GJ
i approximalely the Jotlowing ,
Prob (g 16 o genarator in Mdo) A /Zg = /s

gz—Wﬂ?L/ gé(ZJB,L/“,}
PP=(P+4)
For the %mmf&z reason [ 2 L2044, || ~20ous bits.

]

1K — 2 = J024 > 40 lwﬂﬁ -
g

i M ._—«>Z - - 740 220’4/\/40?0

16 ~230 . a0

4T — 2% - - >7p

Q’F*:{“ng. - P'i})' ® wiod p

C.5.3 Finding generators.

We have to look inside Zp* and find a generator. How?

Even if we have a candidate, how do we test it?

The condition is that g is a generator would take |Zp*| steps to check: p~22048 --> | Zp* | ~22048-1,
In fact, finding a generator given p is in general a hard problem.

We can exploit the particula

If p is prime and p= 1 with g prime then p is a strong prlme EX.P=41=_ @M
Note that the order of the group Zp* is p-1=2q, i.e. |Zp*|=2q. q = CP 4)/2

Fact C.23. Say p @ 1lis prime where q is prime, then g in Zp* is a generator of Zp*
. a) 1 mod pand g2 1 mod p.

Testing whether g is a generator is easy given strong prime p.

Now, given p=2q+1, the generator can be found by randomly generation numbers g<p and verifying Fact
C.23. The probability to find a generator is ~0.4.

How to fing more generators when g one is found?
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Fact C.24. If g is a generator and i is not divisible by g and 2 then g’ is a generator as well, i.e.
If g is a generator and gcd(i,g)=1 and gcd(i,2)=1, then g'is a generator as well.

>> p=genstrongprime(28) >>2/28-1

p= 268435019 ans = 268435455

>> q=(p-1)/2 >> dec2bin(ans)

q= 134217509 ans=1111111111111111111111111111
>> isprime(p) >> dec2hex(268435455)

ans=1 ans = FFFFFFF

>> isprime(q) ans=11111111111111111111 11111111
ans=1

>>g=2

g=2

>> mod_exp(g,q,p)
ans = 268435018
>>mod_exp(g,2,p)
ans=4

p =264043379; Check that p is strong prime. p = 268435019;
g =2; Check that g is a generator. g=2;

Public Parameters - PP = (p=268435019, g=2) for Key Agreement Protocol - KAP
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